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Introduction to AccessPatrol 
 
AccessPatrol is an easy-to-use Endpoint Security and Power Management tool.  

 

AccessPatrol Device Security 

With the influx of portable storage devices and removable media, data theft is becoming an 

increasing threat to organizations.   Devices such as USBs, Wi Fi, FireWire, Bluetooth, iPods, 

MP3s connect seamlessly to company networks, without IT administrators having any 

knowledge that that their company data is being exposed. 

 

Portable devices also provide an easy entryway for infecting systems with viruses or malicious  

software, thus compromising an organizationôs network. 

 

Banning these devices in the workplace/schools is becoming increasingly difficult to monitor.   

As a result, more and more companies are resorting to tools that can prevent users from 

implementing these devices to their workstations.   

  

Currentwareôs endpoint security solution, AccessPatrol, provides a comprehensive solution for 

securing company devices to minimize unauthorized access to proprietary information. 

 

AccessPatrol Power Management 

Another challenge facing organizations is the unnecessary wastage of energy when 

workstations are left running after hours.  With rising energy costs, administrators are turning to 

more effective solutions for managing energy consumption in the workplace. 

  

AccessPatrol provides an effective method for power management.  With a simple click of the 

mouse, computers can be remotely shutdown or booted.  This function can also be scheduled to 

force a shutdown of the PCs at a specific time, e.g. after work hours, or schedule a boot of the 

PCs at the beginning of a work day.  
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Main Features of AccessPatrol 
 
Manage data leakage and system infection: AccessPatrol manages endpoint device access 

both on and off the network.  Unauthorized access or transfer of data through USB flash drives, 

CDs, iPods, MP3s, FireWire, Wi Fi, Bluetooth on all company systems, can be managed 

centrally through AccessPatrolôs web console. The web based management console, gives 

administrators the added flexibility of remotely implementing endpoint security. 

 

Centralized Security Management: From a centralized web console, endpoint security can be 

applied to all device entry points across the company.  The web based console, provides 

additional flexibility in accessing the AccessPatrol console from any location to authorized 

administrators only. 

 

Security Levels: Security levels to devices include full access, read only or no access. 

  

Off Site Device Management: When a laptop or computer is offsite, AccessPatrol can still 

manage the security of endpoint devices.  If access to blocked devices is legitimately required, 

then AccessPatrol can be easily be configured to grant permissions. 

 

 Allowed List: While AccessPatrol can restrict access to all endpoint devices, the Allowed List 

feature restricts access to only company authorized devices of USB and external Hard Drives   

This minimizes leakage of sensitive data or infection of systems through unapproved or 

personal employee devices.   

           

Scheduler: An alternate method of giving users selective rights to devices is by scheduling 

access privileges at specific times of the day.  For examples, the IT team can be scheduled to 

have access to CD/DVDs for software installation during after hours, when most users are 

away. 

 

Power Management: Remotely shutdown, restart and boot computers on a network.  These 

features can also be scheduled to run automatically at designated times through the Scheduler.  

 

Remote Install: the AccessPatrol client can be deployed from the server to all the computers 

on the network. The setup file for the client can be integrated into Active Directoryôs software 

deployment.   
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1.0 Installation of AccessPatrol 
 

The installation of AccessPatrol involves three components: 

 

1. Server - This component includes an AccessPatrol server service and the Firebird 

database where all the settings are stored. The server component must be installed in 

order for AccessPatrol to function. All the AccessPatrol clients will be connected to the 

server.  

 

2. Console - This component includes the management console that allows the 

administrator to manage the use of devices and the power management of your client 

computers.  

 

Additional Web Consoles (Optional) ï This component allows administrators to 

access the AccessPatrol console from another computer on the network via Internet 

Explorer. This console must be installed on the same computer that the server 

component is installed on. In order to activate the web console, your computers must 

meet the following requirements: 

 

Requirements on the server: the AccessPatrol Multiple Console mode must be 

installed (IIS must be installed) during the initial AccessPatrol installation. 

 

Requirements on the workstation: .Net Framework 3.0, Windows Installer 3.1 

and the AccessPatrol Certificate  

 

3. Clients - This component is to be installed on all computers that need to be managed by 

AccessPatrol. The AccessPatrol client is password protected and runs in stealth mode. 

 

 

Below is a chart that illustrates the approximate time it takes to complete the installation of the 

AccessPatrol server and console on a computer: 

 

Approximate time it takes to install AccessPatrol server, console and client components 
 

Computer specification Requirements for Server 
and Console:  
.Net Framework 3.0 and 
Windows Installer 3.1 

AccessPatrol 
Server and 
Console 

AccessPatrol 
Clients 

Intel Dual Core 1.8GHz 
1GB RAM 
100GB Hard disk 

Requirements needs to 
be installed 

~10 minutes >2 minutes 

Requirements are 
already installed 

>3 minutes >2 minutes 
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1.1 Installation of the AccessPatrol Server and Console 
 

Before the installation of any AccessPatrol components, please disable the 
antivirus software on your computer.  
 

1. Close all running applications and anti-virus software before starting the installation of 

AccessPatrol. 

2. The AccessPatrol Server can be installed on computers with XP, Windows 2003, 2008, 

Vista or 7. 

3. Login with local Administrator rights. 

4. Run the cwACP.exe file that you have downloaded from our website.   

5. Follow the AccessPatrol installation wizard prompts. 

6. When prompted to install the AccessPatrol server and console, select ñEntire feature 

will be installed on local hard driveò.  Click on the ñNextò button to continue. 

 

7. Select Single Web Console or Multiple Web Consoles 

a. Single Console: select this option if you are planning to install one server and 

one console on your network. 

b. Multiple Web Consoles: select this option if you are planning to install one 

server and multiple consoles on your network. (see 1.1.3 on IIS setup 

instructions)  

 

Figure 1 AccessPatrol Installation Mode 
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8. The wizard will proceed to install .Net framework 3.0 (if you do not have it installed on 

your computer) 

9. The wizard will proceed to install the AccessPatrol Console and Server. 

10. Click finish to end the installation. 

11. A restart of the computer is required. 

12. You have now successfully installed AccessPatrol Console and Server on your 

computer. 

13. To access the AccessPatrol Console, go to Start Menu > All Programs > Codework > 

AccessPatrol > AccessPatrol Console 

a. Alternatively, you can launch the AccessPatrol Console by going to your Internet 

Explorer (do not use any other Internet browsers), type in the address bar: 

 
http://servername/cwaccesspatrol/  
 

 

Figure 2 AccessPatrol Console is embedded into Internet Explorer 

http://servername/cwaccesspatrol/
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1.1.2 Installing a Web console on another computer 
(Requirements on the server computers: Multiple Web Consoles mode must be installed, IIS 5.0+) 

The AccessPatrol Console can be accessed by any computer on the network that has the 

requirements installed.  

1. On your console computer, launch Internet Explorer 

2. First time only: Installing the AccessPatrol Console Requirements 

a. On the address bar, type in the address of the server computerôs AccessPatrol 

console directory and the AccessPatrol page that launches the install of the 

software requirements  

i. By default, the console the address is 

http://serverComputerName/cwaccesspatrol/  

(Replace serverComputerName with the name of your server computer.) 

 

Figure 3 Starting page for the installation of another AccessPatrol Console 

http://servercomputername/cwaccesspatrol/publish.htm
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b. Click on the Run button to install the AccessPatrol Certificate, Windows 3.1 

installer and .Net Framework 3.0. 

c. The AccessPatrol Console will be automatically launched after the install. 

d. Enter the IP address (or computer name) of the AccessPatrol Server. 

e. Enter the port of the AccessPatrol Server (the default is port 8994). 

 

3. To launch AccessPatrol Console: 

a. Launch Internet Explorer 

b. On the address bar, type in the address of the server computerôs AccessPatrol 

console directory and the page that launches the AccessPatrol Console.  

i. By default, the console the address is 

http://serverComputerName/cwaccesspatrol/accesspPatrol.xbap 

(Replace serverComputerName with the name of your server computer) 

c. Bookmark this page to your Internet Explorer. 

http://servercomputername/cwaccesspatrol/accesspPatrol.xbap
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1.1.3 IIS installation (for multiple console setup) 
(Requirement: Windows Operating System set up disc) 

For Windows XP: 

1. On your server computer, go to start menu > Control Panel > Add or Remove 

programs. 

2. Click on Add/Remove Windows Components from the left hand pane.  

3. Look for the Internet Information Services (IIS) component and select the checkbox. 

Click Next. 

4. Windows will prompt you to insert your Windows Operating System set up disc. 

5. Proceed to install IIS on your computer. 

 

Figure 4 IIS installation 
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For Windows Vista and Windows 7: 

1) On your server computer, go to start menu > Control Panel > Programs and Features 

2) On the left hand pane, click on Turn Windows features on or off 

3) Browse through the list to select Internet Information Services. Click OK. 

4) Windows will prompt you to insert your Windows Operating System set up disc. 

5) Proceed to install IIS on your computer. 
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1.2 Installation of the AccessPatrol Client 
 
The AccessPatrol Client can be installed on Windows 2000, XP, Vista or 7.  

 

Please login to your client computers with local administrator rights. Ensure that Windows 

Installer 2.0 or above is installed on your computers. Please refer to the Appendix for the add 

appendix to the end download links. 

 

There are 3 ways to install the Client: 

 

1. Run the Client setup file locally 

2. Remotely install the client from the console 

3. Active Directory or command line script Client install 

 

1.2.1 Run the Client setup file locally 

1. On your client computer, run the file cwACPClient.msi (by default, this file is located on 

the server computer under C:\Program Files\Codework\AccessPatrol\ACPClient.) 

2. When prompted to enter the IP address, enter the IP address (or the computer name) of 

the computer where the AccessPatrol Server is installed.  

3. Keep in mind that the default password of the AccessPatrol client component is ñAdminò 

(without the quotes). If you wish to change the password at the time of the installation, 

then please enter the new password in the ñnew passwordò and ñconfirm passwordò 

textboxes.  

4. The wizard will proceed to install the AccessPatrol client. 

5. Repeat step 1 to 4 on all the computers you want to control with AccessPatrol. 
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1.2.2 Remote Client Installer: 

 

Figure 5 Remote Client installer 
 

Windows Vista and 7: UAC mode must be turned off on client computers. 

Windows XP: Simple file sharing must be turned off on client computers. 

1. On your AccessPatrol Console, go to Settings > Remote Client Install. 

2. Browse for the setup file: CWACPclient.msi (by default, this file is located on the server 

computer under C:\Program Files\Codework\AccessPatrol\ACPClient.). 

3. Choose whether you want to reboot your client computer. 

4. Select the appropriate install: Fresh install or upgrade. 

5. Enter the IP address (or the computer name) of your AccessPatrol server. 

6. Optional: Change the client password (default password of the AccessPatrol client 

component is ñAdminò without the quotes). Click Next. 

7. Type in the IP address (or computer name) of computers you want to install the client 

component on. Click Next. 

Or click on the search button to search for all the computers on your network. 

Or import a text file that contains the name of the computers that you want to install the 

client component on. 
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8. Enter the administrator username and password of the computers that you want to 

install the client component on. If the username and password is different for your 

computers, then you must do a separate install.  

9. The wizard will proceed to install the AccessPatrol client on your computers. 
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1.2.3 Command Line Script Client Install:  
If you want to install the AccessPatrol client component using Active Directory, login script or 

batch file, please use the command line outlined below: 

cwACPClient.msi ALLUSERS=1 USERPARAMS=ñ-p Admin ïdp portnumber ïds 

SERVERIP ïnp newpassword ïcp confirmpasswordò /L acpinstall.log /QN  

cwACPClient.msi: is the setup file for the installation of the AccessPatrol Client. 

ALLUSERS=1:  makes the application available to all users. 

USERPARAMS= will run the AccessPatrol Client install based on the following parameters: 

-p   password, default password is Admin 

-dp   port number, in the above example the port number is 8995 (optional parameter) 

-ds   represents the Server IP address (system where the AccessPatrol          Console 

is installed) (optional parameter) 

-np   represents the new password (optional parameter) 

-cp   represents the confirm password (optional parameter) 

/L   creates an install log file. In this example, the file is acpinstall.log 

/QN   sets the installer to install in quiet mode.  
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1.2.4 Troubleshooting the Client Connection 

 Ensure that the Client is installed with admin login rights. 

 Make sure there are no firewall and/or virus scan software intercepting with the 

AccessPatrol Client and Server. 

 If the Firewall is enabled, then add the port 8994, 8995 and 3050 to the exceptions list. 

 Try using the IP address instead of the computer name to connect to the server or vice 

versa. 

 Check the client connection settings: 

o Go to start menu > run > type in cwACPtrl.exe ïp Admin -v (If the password 

was changed during the installation of the Client, then please substitute it in 

place of ñAdminò). 

o This command will bring up the Client interface.  Ensure the Server name is 

pointing to the correct IP address (or computer name) of the server on your 

network. 

 Ping the Server from the Client. 

 Make sure the Client service is running: 

o Go to start menu > run > type in services.msc 

o Browse for a service called cwAPClient. Ensure that the service is started. 

 Ensure that port 8994, 8995 and 3050 is not used by any other application. 

 

1.2.5 Upgrading from version 3.1.1100:  
The direct upgrade from version 3.1.1100 to version 3.1.2200 is not available in AccessPatrol. 

You must first uninstall version 3.1.1100 before you can install version 3.1.2200.  
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2.0 AccessPatrol Console 

Start the AccessPatrol Console from the Start Menu by navigating to: 

Start > All Programs > Codework > AccessPatrol > AccessPatrol Console.  

This will launch a new Internet Explorer window with the local address of 

http://serverName/cwaccesspatrol/accesspatrol.xbap 

(If Internet Explorer is not your default browser, you must manually open Internet Explorer and 

type in the address above; replace serverName with your serverôs computer name) 

 

Figure 6 AccessPatrol Console 

  

http://servername/cwaccesspatrol/accesspatrol.xbap

































































